
Online 
brand monitoring

Protecting the image and reputation 
of businesses online

At ELZABURU we work to support and protect our clients’ 
innovations and progress and to ensure that the assets of 
businesses retain their value.
To that end, as part of our services, we offer the possibility of 
subscribing to a solution for identifying online infringements 
of your industrial and intellectual property rights and 
resolving them as swiftly as possible. We can thus avoid risks 
and ensure that our clients’ brand image remains intact.
To facilitate this process, we have the best possible 
technology provided by the company Smart Protection, with 
the aim of ensuring that the assets of companies retain their 

value online, minimising the negative impact that piracy and 
counterfeiting have on sales and on brand reputation.
Thanks to this cutting-edge technology, we are able to detect 
and eliminate counterfeits and improper use of our clients’ 
brands online, using Big Data processes and advanced 
machine learning techniques, together with agreements 
with Google and the main social networks.
By subscribing to this service, you can ensure complete 
protection for your brand, your image and your corporate 
reputation, securing a comprehensive 360º defence against 
possible infringements of your intangible assets.

Online business is growing, accompanied by an increase 
in counterfeits and unauthorised use of brands

41%

20% € 143m

Expected e-commerce 
growth worldwide in the 
period 2019-2023

of posts on social networks 
link to counterfeits or fake 
websites

Value of IP  
counterfeits seized in  
Spain in 2019

$ 991bn
Value of international  
trade in counterfeit and 
pirated goods in 2022



Dangers and Solutions
Counterfeits
Counterfeit goods are often of inferior quality, unregulated 
and may even be dangerous. Moreover, they take advantage 
of official brands, making it increasingly difficult for 
consumers to distinguish them from legitimate goods.
With the online brand monitoring service, our clients can 
monitor and eliminate URLs that link to counterfeit goods. 
This limits the harm to consumer confidence, brand 
reputation and revenue that infringements can cause.

Grey market
Grey market goods are articles that are manufactured by 
the original brand or with its consent, but sold through 
unauthorised distribution channels, which can harm 
relationships with official suppliers and distributors.
With the online brand monitoring service, our clients can 
detect infringements in various marketplaces and eliminate 
unauthorised listings.

Brand abuse
Cybercriminals use increasingly sophisticated methods 
to mislead online shoppers, making unauthorised use 
of intellectual property, such as logos, images or product 
descriptions.
With the online brand monitoring service, our clients can 
protect their reputation and brand revenues on key online 
channels thanks to our agreements with Google and the 
main social networks.

Online protection services
Monitoring
Our monitoring service permits brand owners to conduct 
online monitoring through various platforms, to identify 
unauthorised websites, brand abuses or fake profiles, 
analysing prices, sales statistics, descriptions and reviews 
of their products.

•  Search engines (Google): we detect URLs leading to unlawful 
content on Google.

•  Marketplaces (5 marketplaces, with the possibility of 

expanding to include more): we analyse the content of 
online stores to search for counterfeits and we classify them 
by risk level.

•  Social Networks (5 social networks): we locate posts or links 
to possible illegal copies.

Elimination
If any infringements are discovered in the course of the 
monitoring, clients have the option of subscribing to our 
elimination service, in order to prevent counterfeit goods 
from harming consumer confidence in their brand.
Thanks to agreements with Google and the main social 
networks, we are able to eliminate infringements swiftly and 
from the media where they are most widely disseminated, 
by means of the following process:

1.  Detection: we detect possible infringements by capturing 
and storing large quantities of information using Big Data 
processes.

2. Analysis: we analyse and classify this information using 
advanced machine learning techniques and a team of 
specialist cybersecurity analysts.

3. Elimination: we are able to quickly eliminate infringements 
from marketplaces, social networks and Google thanks to 
agreements with these platforms.

*This service does not include the removal of sponsored links

Technological platform
By subscribing to this service, our clients gain 24/7 access 
to the cloud-based platform, with real-time information 
on the protection of their assets. This offers the following 
advantages:

•  Intuitive to use: User-friendly cloud-based platform. Easy, 
one-click navigation to complete the steps required.

•  Effectiveness ratios: the status of infringements and the 
corresponding ratios (identified, pending elimination and 
eliminated) may be consulted at any time.

•  Infringement information by segment: information may 
easily be found by product, catalogue, distribution channel 
or geographical area. 
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